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DNS Censorship in Iran
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DNS Censorship in China
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Encrypted DNS in Browsers to the Rescue?
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TCP Handshake (IP, Port)
TLS Handshake

ClientHello with SNI (doh.opendns.com)

Encrypted DNS
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Encrypted DNS in browsers 
is easily censored



DPYProxy-DNS
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• DPYProxy extended for DNS
• 8 Modes
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• DPYProxy extended for DNS
• 8 Modes

• Unencrypted:
• UDP
• Last Response

UDP
DNS A wikipedia.org

Wait...

Take last response
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• DPYProxy extended for DNS
• 8 Modes

• Unencrypted:
• UDP
• Last Response
• TCP
• TCP Segmentation

• Encrypted:
• DNS over TLS (DoT)
• DNS over HTTPS (DoH)

TCP Handshake (IP, Port)
TLS Handshake

ClientHello with or without SNI
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DPYProxy extended for DNS
8 Modes

• Unencrypted:
• UDP
• Last Response
• TCP
• TCP Segmentation

• Encrypted:
• DNS over TLS (DoT)
• DNS over HTTPS (DoH)
• DNS over QUIC (DoQ)
• DNS over HTTPS/3 (DoH3)

QUIC Handshake
ClientHello with or without SNI

HTTP/3
DNS A wikipedia.orgencrypted

Support?
Effectiveness?
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Tested:
No SNI / SNI
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Public Resolver Support
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Unencrypted, DoT, DoH 
widely supported

SNI never required



Unencrypted Censorship Circumvention
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Unencrypted Censorship Circumvention
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UDP and TCP censored
Last Response and TCP Seg. 
Effective in China
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Encrypted Censorship Circumvention
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Encrypted Censorship Circumvention
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China censors more resolvers
Many censored based on SNI
Easy circumventions
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Encrypted DNS in Browsers Usable?
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Encrypted DNS in Browsers Usable?

Iran censors encrypted DNS 
with unencrypted DNS
Circumvention by omitting 
initial unencrypted query



Takeaways
• DPYProxy-DNS publicly available
• Automatic DNS censorship circumvention

• Browsers need improvements!
• Remove initial query
• Do not send SNI
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Backup Slides
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Which Resolvers?

dnsprivacy.org
wikipedia
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Layer Overview
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In-Path vs. On-Path
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Last Response Mode
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Server Specifications
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