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Censorship Circumvention and Proxies
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Proxy Distribution
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ENEM19 Framework*
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What's new?
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Increased use of traffic analysis, new analysis attacks

Better understanding of censor infrastructure and capabilities:
censors are not monolithic, proxies are not (globally) blocked or not

New circumvention ideas: ephemeral proxies, collateral damage, 
new transports…

RQs: How do these changes impact the game? 



Ephemeral Proxies: snowflake
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Snowflake availability
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Wait times…
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Conclusion: Snowflake effectively resists insider enumeration 



Traffic analysis: zig-zag
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Zig-Zag Collateral Damage
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Zig-Zag  vs. Snowflake
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Host Profiling attacks
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Host Profiling & Collateral Damage
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Host Profiling & Snowflake
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Snowflake effectively evades zig-zag and host profiling attacks

Host profiling reduces collateral damage and is an effective 
censor strategy



Multi-Censor Scenario
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Multi-Censor Simulations
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Open Questions
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Can we formulate optimal strategies for these scenarios? 

Can we combine multiple transport or distribution strategies?

What about flow blocking?

How can we model multiple user-distributor channels?



SimProxy
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https://github.com/hoppernj/ProxySimulator 

https://github.com/hoppernj/ProxySimulator

