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User-generated content



How do we re-purpose AI-generated 
content for steganography?

Not yet deployed 
in practice

Provable security
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● We do not settle the societal 
debate around AI-generated 
content with this work

● Sharing AI outputs are popular 
(even in censored regimes)

● Popularity means that 
censoring it leads to collateral 
damage → potential 
circumvention mechanism
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1. Choosing deniable tasks

2. Identifying suitable vectors

3. Agreeing on tasks for a message 
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Provable security



1. Choosing deniable tasks → AI-generated content sharing platforms

2. Identifying suitable vectors

3. Agreeing on tasks for a message
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Messaging
No metadata 
required

Micro-blogging
Minimal metadata 
required

Media sharing
Minimal metadata 
required

Discussion board
Metadata required



Metadata 
as an 

alternative 
vector?



1. Choosing deniable tasks → AI-generated content sharing platforms

2. Identifying suitable vectors → Post style and metadata

3. Agreeing on tasks for a message
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1. Choosing deniable tasks → AI-generated content sharing platforms

2. Identifying suitable vectors → Post style and metadata

3. Agreeing on tasks for a message → Perceptual hashing
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Assemblage
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More details in the paper!
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