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How Secure are Secure Messaging Apps?

iMessage
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Secure Messaging Apps

• E2EE defends against passive government surveillance...


• ...but offers no protection against spyware


• How to defend against spyware?
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Spyware Defense Protocol

• Initial setup


• Incoming messages


• Outgoing messages



Initial Setup
• On her air-gapped device, Alice:


• Generates a public private key pair


• Displays the public key as a QR code


• On her internet-connected device, Alice:


• Enables the Spyware Defense feature


• Scans the public key’s QR code to register it server-side



Incoming Messages
• Bob composes a message for Alice


• Prior to the standard Signal Protocol, Bob’s client 
encrypts the message with Alice’s Spyware 
Defense Public key


• Alice receives the incoming message on her 
internet-connected device


• Alice’s client sends the message to her air-gapped 
device, which automatically decrypts and displays it



Outgoing Messages
• Alice composes a message for Bob on her internet-

connected device


• If Bob has enabled the Spyware Defense feature, 
Alice’s client encrypts the message with Bob’s 
Spyware Defense Public key


• Alice’s client encrypts the message with her 
Spyware Defense Public key before storing it at rest


• When next connected to the air-gapped device, 
Alice’s client sends the message for display in the 
conversation thread



Spyware Defense Protocol

• The underlying messaging app’s protocol is not changed: message 
payloads simply have another layer of encryption


• Because a user’s Spyware Defense private key is only stored on their air-
gapped device:


• Message confidentiality is protected


• The attack surface of the internet-connected device is smaller



Threat Model

• What if Alice’s internet-connected device is compromised?


• Alice’s received messages are unreadable


• Attacker could see who Alice is communicating with


• Alice’s outgoing messages could be read as they are composed


• Attacker could register their own Spyware Defense key pair



Threat Model
• What if Bob’s internet-connected device is compromised?


• If Bob is using the spyware defense feature:


• Bob’s received messages are unreadable


• Attacker could see who Bob is communicating with


• Bob’s outgoing messages could be read as they are composed


• Attacker could register their own Spyware Defense key pair



Threat Model

• What if Bob’s internet-connected device is compromised?


• If Bob is not using the spyware defense feature:


• All of Bob’s sent and received messages are readable



Threat Model

• What if Alice’s air-gapped device is compromised?


• Alice’s messages cannot be exfiltrated through the network


• Message history could be tampered with or deleted


• Possible data exfiltration using side-channel attacks



Threat Model Summary

• If Alice and Bob enable the Spyware Defense feature:


• Smaller attack surface and attack window


• If only Alice enables the Spyware Defense feature:


• All messages could be accessed on Bob’s device



Obstacles to Adoption: Hardware

• The Spyware Defense feature 
requires additional hardware


• Today, the hardware is bulky


• In the future, the hardware could 
be miniaturized
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Obstacles to Adoption: Software

• The messaging app must be modified to support Spyware Defense keys


• More limited protections could be implemented today in Signal


• Alice’s client would encrypt incoming messages using her public key. 
This would:


• Shrink the attack surface of Alice’s internet-connected device


• Limit the attack window



Visit: https://datadiode.net/ 


Email me: PeStory@clarku.edu

Please get in touch!


