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Russia Censors QUIC — since 2022

9 serfreeman1337 Mar 2022
He ycTaHaBnueaetcs coeauHexue no QUIC ans 3apy6exHbix caiToB. He NpuxoauT OTBET OT cepeepa Ha Initial
NakeT.

MpoBepsn Ha caiftax google (B Tom yncne youtube), cloudflare-quic.com 752 U quic.nginx.org 621 .
Mpu atom vk.com &8 npogomkaeT paGotarb no HTTP/3.

3ameTun Ha oneparopax Yota, MeradhoH n npoeogHom MTC.

Russian-language forum discussions (Mar. 2022)



Russia Censors QUIC — since 2022
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Russia Censors QUIC — since 2022
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TLS and QUIC

/" QUIC Initial
Version: 1
DCID fOO =ceememeaa..
' 4-
© ClientHello ) / C11entHello ‘
SNI: ukrinform.ua SNI: ukrinform.ua
Ok y \\. .. )
TLS QUIC

QUIC Initial Packets encrypted obfuscated

SNI also readable in QUIC
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Russian TLS Censorship
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Russian QUIC Censorship

Period A Period B
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China introduced QUIC censorship
Broad QUIC filter lifted before this point
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Russian QUIC Censorship

Period B
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Period B: Broad QUIC Censorship

Port = 443 / Initial Packet \

Length >= 1001 USR]

DCID: foOo =-=====w--. -
Version = 9x00000001 j oo e 1
" ClientHello B‘

traffic blocked SNI: vk.com

vk.com 420s
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Forum users, Elmenhorst (2022), Xue et al. (2022)
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Period B: Broad QUIC Censorship
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Russian QUIC Censorship

Period C
'nsorship in Russia reported ‘ China introduced QUIC censorship
invasion of Ukraine Broad QUIC filter lifted before this point
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Vantage Points

Russia:

* Moscow
Germany:  Saint Petersburg )
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Period C: QUIC SNI Censorship
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Comparison to TLS Censorship—Blocklist
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Comparison to TLS Censorship—Blocklist

Matching Blocklists
(Tranco Top 100K)

Censored
(QUIC & TLS)

Uncensored
(QUIC & TLS)

Our measurements (March-April 2026) 12



Censor Location

TLS & QUIC Censor
at identical network hop

TTL=n+1

Our measurements (March-April 2026) 13



Parsing/Circumvention

No. Description

Blocked?
MOW SPE NVS

Regular Initial with censored SNI
Remove last byte

SCID & DCID empty (length 0)
DCID set to length 255

SCID set to length 255

Crypto frame len. 0, data unchanged
ALPN with censored hostname

Gl B W DN =

O 0 3 o |

10 QUIC version 2

Version bytes 00000002, invalid MAC

PING & PADDING before/after Crypto
ECH, outer SNI cloudflare-ech.com

ONON NONONORORORON N
OHON NONONORORORON N
CHON NONONORORONON N

HON NONON

O000 @

MOW: Moscow  SPE: Saint Petersburg NVS: Novosibirsk
O not blocked @ blocked

Our measurements (March-April 2026)

Zohaib et al,, 2025
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Domain-specific Behavior

uncensored.com
ukrinform.ua

uncensored.com
discord.com

Our measurements (March-April 2026)
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Domain-specific Behavior

uncensored.com
discord.com

Our measurements (March-April 2026)

Residual Clearance
(31 domains)

Only port=443 censored
(22 domains)
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re TSPU devices responsible?

No. Description Blocked?
Initial Packet - 4 MOW SPE NVS
Port=-443 Matching Blocklists o T

1 Regular Initial with censore o o o
§. _____ " (Tra nco Top 10®K) 2 Remove last byte e o o
Version = Ox00000001 . P 3 Version bytes 00000002, invaid MAC O O O
ClientHello 4 SCID & DCID empty (length 0) o O O
o o Censored 5 DCID set to length 255 o O O
International SNI censor T _ (QUIC & TLS) ~ SCID set to length 255 o0 0 o
e 6 Crypto frame len. 0, data unchanged © O O
] 7 ALPN with censored hostname O O O
inform, 420s 8 PING & PADDING before/after Crypto @ @ @
9 ECH, outer SNI cloudflare-ech.com O O O
—_— > 10 QUIC version 2 0 0 0

| MOW: Moscow  SPE: Saint Petersburg ~ NVS: Novosibirsk

4-tuple

TLS & QUIC Censor
at identical network hop
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TTL=n-1 TIlk=n TTL=n+1

© not blocked @ blocked

Uniformity between VPs

Consistency with TLS
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Takeaways

n Russia

-l @

* Large-scale QUIC censorship
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DCID set to length 255
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* Deployed before China’'s QUIC Censorship
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