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Unique measurements

Contribution: | o, rrounding June 2025 shutdown
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Scan Results

Censorship before Shutdown

* Scan 1.

- Domain-dependent censorship behavior
* DNS/UDP 1,361 (15,12%)
* DNS/TCP 1,361 (15,12%)
* HTTP 1,375 (15.28%)
* TLS 1,351 (15.01%)
* No QUIC censorship

- 1,216 (13.51%) censored across protocols
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Initial Disruptions
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Scan Results

Initial Disruptions

* Scan 2:

- Censorship changes
* Complete QUIC blockage

* DNS/TCP:
96.68% unresolvable

* temporary blockings of
other protocols

Protocol Scan 1 Scan 2
DNS/UDP 1,361 (15.12%) 1,509 (16.77%)
DNS/TCP 1,361 (15.12%) 8,701 (96.68%)
HTTP 1,375 (15.28%) 1,730 (19.22%)
TLS 1,351 (15.01%) 1,555 (17.28%)
QUIC 1(0.01%) 9,000 (100%)*
Total 9,000 9,000

" No server response after successful TCP handshake
+ Complete QUIC blocking

27



Scan Results

Initial Disruptions

* Scan 2.
- Censorship changes s ou
° COmplete QUIC blockage » :WS ~ Queries Originating from Iran
* DNS/TCP:

96.68% unresolvable Protocol Scan 1 Scan 2

] DNS/UDP 1,361 (15.12%) 1,509 (16.77%)

° temporary block|ngs of DNS/TCP 1,361 (15.12%) 8,701 (96.68%)

h | HTTP 1,375 (15.28%) 1,730 (19.22%)

other protocols TLS 1,351 (15.01%) 1,555 (17.28%)

QUIC 1(0.01%) 9,000 (100%)*

Total 9,000 9,000

" No server response after successful TCP handshake
+ Complete QUIC blocking



Scan Results

Initial Disruptions

* Scan 2.

- Censorship changes S coo] | |

° COmplete QUIC blockage » :WS ~ Queries Originating from Iran

* DNS/TCP:

96.68% unresolvable Protocol Scan 1 Scan 2

] DNS/UDP 1,361 (15.12%) 1,509 (16.77%)

* temporary blockings of DNS/TCP 1,361 (15.12%) 8,701 (96.68%)

HTTP 1,375 (15.28%) 1,730 (19.22%)

other protocols TLS 1,351 (15.01%) 1,555 (17.28%)

QUIC 1(0.01%) 9,000 (100%)*

= Preliminary steps towards shutdown Total 9,000 9,000

" No server response after successful TCP handshake

Cui et al. [2]: localized shutdown drills  # complete Quic biocking



Scan Results

Censorship after Shutdown
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Scan Results

Censorship after Shutdown

°® Scan 3: Jul 2025
) UIC block _ g Protocol Scan 2 Scan 3
Q Ockage remaine DNS/UDP 1,509 (16.77%) 8,026 (89.18%)"
- TCP based protocols mostly DNS/TCP 8,701 (96.68%) 1,384 (15.38%)
HTTP 1,730 (19.22%) 1,412 (15.69%)
unaffected TLS 1,555 (17.28%) 1,369 (15.21%)
: I 100%)* 100%)*
- DNS/UDP: increased QUIC  9,000(100%)" 9,000 (100%)
Total 9,000 9,000

packet drops

" No server response after successful TCP handshake

T Not domain-specific, caused by general UDP transport instabilities
+ Complete QUIC blocking
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Censorship after Shutdown

°® Scan 3: Jul 2025
) UIC block _ g Protocol Scan 2 Scan 3
Q Ockage remaine DNS/UDP 1,509 (16.77%) 8,026 (89.18%)"
- TCP based protocols mostly DNS/TCP 8,701 (96.68%) 1,384 (15.38%)
HTTP 1,730 (19.22%) 1,412 (15.69%)
unaffected TLS 1,555 (17.28%) 1,369 (15.21%)
: I 100%)* 100%)*
- DNS/UDP: increased QUIC  9,000(100%)° 9,000 (1007%)
Total 9,000 9,000

packet drops

" No server response after successful TCP handshake

T Not domain-specific, caused by general UDP transport instabilities
* Complete QUIC blocking

Observed behavior coherent with user reports [3, 4]
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" No server response after successful TCP handshake

ok

* Complete QUIC blocking

Not domain-specific, caused by general UDP transport instabilities
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Injection Patterns
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Injection Patterns

<title>NTL1</title> <title>NTE1</title>
<iframe src="http:// <iframe src="http://
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(a) Observed TTL values: 53-55 (b) Observed TTL values: 186-188
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Injection Patterns

<d

<title>NTL1</title>
<iframe src="http://
10.10.34.36/?type=Invalid

Keyword&policy=MainPolicy
LoD

(a) Observed TTL values: 53-55

=» Distinct injectors
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Further Shutdowns and Predictability

* Fine-grained shutdown: preparation and recovery
* January 2026 shutdown: early signs of disruptions [1]
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Further Shutdowns and Predictability

* Fine-grained shutdown: preparation and recovery
* January 2026 shutdown: early signs of disruptions [1]

Early detection possible, but:

* Long-term measurements
* Vantage point limitation
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